How does the Internet work?

And who knows what you’re doing?
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Tips

> no need to take photos
> follow along with me instead of slide deck

> audience participation



Why am I giving this talk?



Dear speaker,

We are HYv P x UbuCon Asia 2026 Welcome Party.
You€complimentary All-You-Can-Drink Ticket s available using the invite code below.




Most of us are internet users






Some of us are even programmers



[ NON ) bash

$ curl =i =X PUT httpbin.org/put -H Content-Ty
pe:application/json —-d '{"hello": "world"}’
HTTP/1.1 200 OK
Server: nginx
Date: Sat, 14 Fe
Content-Type: af
Content-Lengt
Connection: kee
Access-Control-
Access—Control-

$ http PUT httpbin.org/put hello=world
HTTP/1.1 200 OK
Access—-Control-Allow-Credentials: true
Access—Control-Allow-0Origin: *
Connection: keep-alive

Content-Length: 423

{ Content-Type: application/json

o, Date: Sat,_14 Feb 2015 17:36:55 GMT
ndata™: "{\"h Server: nginx

"files": {3}, {

“form": {}, ; .
"headers": { args": {},
“Accept“:' ”data“i "{\"hello\": \"world\"}",
"Content-Le xfllef : i
"Content-Ty “form : ﬁ}'
"Host": "ht eadory 1 £ S
"|ser—Agent “Accept": "application/json",
} & “"Accept-Encoding": "gzip, deflate",
“ison“: { “Content-Length": "18",
"hello": " “Content-Type": "application/json",
} "Host": "httpbin.org",
= “User-Agent": "HTTPie/1.0.0-dev"

"args":

"origin": "10

*url®s “http: %f =
’ json": {

% "hello": "world"
Y | )
’
“"origin": "109.81.210.187",
“url”: "http://httpbin.org/put"




But do we understand HOW?



Why care?

> curiosity

> learn & experiment



Why care?

> curiosity
> learn & experiment

> understand WHO can see WHAT, and HOW they can BLOCK something
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Spoiler: none of them



Spoiler: none of them

(probably)
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Communication process according to HTTP

User Browser

1. URL

Translating URL into

Entry g TP request

[

http://www.example.com/index.html

O

4‘ We bpage Rendering data to

final webpage

O

Screen

Display webpage index.html

IONOS

2. HTTP Request

GET /index.html

3. HTTP Response

status code + webpage data

Web Server

Interpreting the request,
retrieving required data files

T
Loy |
=

Sending status of search and
data of the webpage




Communication process according to HTTP

Web Server
1. URL Translating URL into 2- HTTP RequeSt > Interpreting the request,

HTTP request retrieving required data files

[

User Browser

Entry

O

http://www.example.com/index. GET /index.html

O

Screen

T
Loy |
=

4. Webpage

Display webpage index.html

3. HTTP Response

status code + webpage data

Rendering data to
final webpage

Sending status of search and
data of the webpage

IONOS
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Internet architecture 1s complicated

> beginner, non-technical audience
> explaining through analogies
> avoid getting too technical

> generous assumptions



Assumptions

> Only IPv4
> Everyone has a public, routable IP

> | will use some terms loosely (“encryption” , “key”) for simplicity



Communication process according to HTTP

Web Server
1. URL Translating URL into 2- HTTP RequeSt > Interpreting the request,

HTTP request retrieving required data files

[

User Browser

Entry

O

http://www.example.com/index. GET /index.html

O

Screen

T
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4. Webpage

Display webpage index.html

3. HTTP Response

status code + webpage data
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final webpage

Sending status of search and
data of the webpage
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Analogy: Postcards run the internet

> post office will handle delivery to recipient address
> include from address to receive reply

> Your ISP (Chunghwa, AT&T etc.) acts as the postman



S

POSTCARD

5

ARRRRR

_ ——————
/,’ e P ——
4 ;:}’;
Give me your home page \%E

TO: images.google.com

FROM: john



Problem

> Internet works on numeric addresses

> “Internet Protocol” or IP Address



S

POSTCARD

S

LU

i e et
e -
Give me your home page KFE

TO: 34.34.34.34

FROM: 2.2.2.2



Where did these numbers come from?

> Your ISP gives you your IP address (e.g. 2.2.2.2)

> How do you get googles?



)' b N8 o B \Ul”l“ Qe
D()ﬂ\an 9

h ) H
h.??tvogher R K G"\::nu
o1
. O MBrs S s 524
C ]nstophe?r],“g DG,
arbour View Tee o o
Christopher O F 5 Mg i 634 00gs
hristophe aPIStns..... g
’ r 0 H Hunua H D g e 528 652
ristopher Pryor C Auckl " 292 43¢
MODIle.............coorn. T
Christopher RC e
27 Bellbird Rse MurBY............... 478526
Christopher Robin's Child Care Centre |
ol snerwoog ﬁv“e‘ 13 |1 T— 37801
712
chri AR it 2
47823

590562872
| 520562872 |



DNS (Domain Name System)

> Special servers that give you the address for a name

> Provided by ISP, or can use external (e.g. Google, Cloudflare)



POSTCARD e O . B

- \—""—_\—.- i
/‘ m il
g | I
What is google.com's \%

address”?

SRRRRA

o144

FROM; 2.2.2.2



POSTCARD e e Y

/

google.com is at:

34.34.34.34
TO2:2:2:2

FROM: 1.1.1.1
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POSTCARD

S

LU

i e et
e -
Give me your home page KFE

TO: 34.34.34.34

FROM: 2.2.2.2



<html>
<title>

</html>

POSTCARD o e o o

{

TOs2.222

FROM: 34.34.34.34




DNS Google

1:1.1.1 34.34.34.34

2222



DNS Google

ISP (e.g.
Chunghwa

1.1.1.1

34.34.34.34

2.2.0:1
A

2.2.2.2






DNS Google

ISP (e.g.
Chunghwa
1.1.1.1 34.34.34.34
- 2.2.041
POSTCARD POSTCARD
A
What is google.com's <html>
address? <title>
e-t+t+t+— ' r ... TO:2:2:2:2
</html>
FROM: 2.2.2.2 v FROM: 34.34.34.34

2.2.2.2



Privacy Concerns

> [SP can see DNS requests
> They can see which website you’re accessing (just the name)
> ISP can see HTTP requests

> They can see WHAT you’re doing on the website



Interference concerns?






DNS
1.1.1.1
POSTCARD
What is google.com's
address?
TO++:1:4-1
FROM: 2.2.2.2

DNS Request dropped

ISP (e.g.
Chunghwa

2.2.0:1

2,222

Google

34.34.34.34



DNS HTTP response modified

ISP (e.g.

Chunghwa)
1.1.1.1 \ P

<title>

/ html>

Google

7

TO: 2222

FROM: 34.34.34.34

POSTCARD

xR

Buy Evil Corp Insurance!

POSTCARD
What is google.com's
address?
TO1-114 Era
<title>
FROM: 2222 1 | e
\ 4 <p>
</p>
</html>

2.2.2.2

FROM: 34.34.34.34



Comment
"Looks Cool!"
on Dave's photo

S

POSTCARD

S

BUEXER

12+65 6565565

FEOME 22 2 2
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[ -



DNS Facebook

ISP (e.g.
Chung hwa)
n I 0 [l
55.55.55.55
2.2.0:1
A
POSTCARD

Comment

"Looks Cool!"

on Dave's photo TO:-55:55:55:55

A/
FROM: 2.2.2.2

S

2222



DNS Facebook

ISP (e.g.

Chunghwa) /
11.1.1 \
POSTCARD

i' Comment
"Your stupid!"

on Dave's photo TO:55.56:55.55
2.2.01 P
A
FROM: 2.2.2.2
\/

Comment

“"Looks Cool!"

on Dave's photo TO:55:56:565:55

FROM:2.2.2.2

-

2222



DNS

ISP (e.g.

Chunghwa) /

_ POSTCARD
i Comment ‘
"Your stupid!"

1.1.1.1

shuttersteck

Facebook

on Dave's photo TO:55.56:55.55
2.2.01 P
A
FROM: 2.2.2.2
\/

Comment

“"Looks Cool!"

on Dave's photo TO:55:56:565:55

FROM:2.2.2.2

-

2222



DNS Facebook

b POSTCARD
It’s spelt
(4 ) %9
y0u Ic Comment
"Your stupid!"
on Dave's photo TO:-55.55:65:55
FROM: 2.2.2.2
Comment
| AR N g oLn"SZSvSé’%'é;m TO: 55.55.55.55
Bk FROM:2.2.2.2

shuttersteck




However

> It’s quite unlikely an ISP would mess with requests maliciously

> Then who can?






ISP (e.g. Facebook
Chunghwa)

l 2.2.0.1

55.55.55.55

Coffee Shop S
Wifi Access Point




ISP (e.g. Facebook
Chunghwa)

55.55.55.55

2 2.0.1
Coffee Shop's

Wifi Access Point

HACKER!!!11!
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> Attacker inserts themselves between you and your ISP (WiFi)



Man in the Middle

> Attacker inserts themselves between you and your ISP (WiFi)

> Same network: ARP Poisoning (also on wired networks)
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> Fake WiF1 network, laptop auto connects (same WiFi1 name)



Man in the Middle

> Attacker inserts themselves between you and your ISP (WiFi)
> Same network: ARP Poisoning (also on wired networks)
> Fake WiF1 network, laptop auto connects (same WiFi1 name)

> Is there anyone else in the middle?



DNS Google

ISP (e.g.
Chunghwa

1.1.1.1

34.34.34.34

2.2.0:1
A

2.2.2.2



Routing over the internet

DNS Facebook

ISP (e.g.
Chunghwa

1.1.1.1 55.55.55.55

2.2.0:1

S

2222









POSTCARD —_—————

| like u

FROM: John







Traceroute

My traceroute [vB8.96]
arch (18.99.3.65) -> mail.saxrag.com (137.74.163.242) 2026-668-88T723:35:25+0800
Help Display mode Restart statistics Order of fields quit

Packets Pings
Avg Best MWrst StDev
4

Snt

’ 9% 611
. 59.124.188.177 A% 611

172.28.1.1 ; 611
. 168.95.82.246 3% 611
. 220.128.9.242 9% 611
. 220.128.7.77 ; 611
. 282.39.91.165 .87 611
. 282.39.84.65 8% 611

(wvaiting for reply)

(vaiting for reply)

(wvaiting for reply)

(wvaiting for reply)

192.99.146.128
« 1192:99:146:125
¢ 97:128,:121.:12
. 54.36.56.228
. 91.121.,215.178
« Q75941632

(wvaiting for reply)

(wvaiting for reply)

(vaiting for reply)

(wvaiting for reply)

(wvaiting for reply)

(vaiting for reply)

137.74.163.242

-
o
0
(ol

‘ 1.1 ‘189.1. 12.
9 .0 113.
18. .6 184.
2, w3 s,
6. .8 117,
T .6 2081.
2714

297.

—

D DANDNUT—N
ONWINN O
OLoONDNOLOWO®J




@ kriztalz.sh/traceroute-visualizer/ B 1% v

Route Analysis Results

Route Map

== Leaflet | © OpenStreetMap contributors

https://kriztalz.sh/traceroute-visualizer/



@ kriztalz.sh/traceroute-visualizer/ B 1% v

Route Analysis Results

Route Map

&= Leaflet | © OpenStreetMap contributors

https://kriztalz.sh/traceroute-visualizer/



Submarine Cable Map x =+ v x
« > C © www.submarinecablemap.com & @ & =
= ¢ TeleGeography About Contact €3 €3

Google

ANTARCT

-
<

Last updated Jul 29, 2026

Map data 82026 Terms

Submarine Cable Map

The Submarine Cable Map is a free and regularly updated
resource from TeleGeography.

Sponsored by

Q_ Search by cable, landing, country, year ...

Submarine Cables

2Africa

5 Villages 6 Islands

ACS Alaska-Oregon Network (AKORN)
Adamasia Cable System 1
Aden-Djibouti

Adria-1

AEC-1

Africa-1

Africa Coast to Europe (ACE)

Airraq

Alaska United East (AU-East)
Alaska United Southeast (AU-SE)
Alaska United Turnagain Arm (AUTA)
Alaska United West (AU-West)

ALBA-1
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Who can see what I’'m doing?

> ISP (e.g. AT&T)
> Coffee shop hacker

> Data centers in 3rd countries along the route



Who can see what I’'m doing?

> ISP (e.g. AT&T)
> Coffee shop hacker
> Data centers in 3rd countries along the route

> Aliens?






SPONSORED BY:

NordVPN




SPONSORED BY:

Use code

NordVPN “COSCUP”

for 609%
off!




(ki1dding)



DNS Google

ISP (e.g.
Chunghwa
1.1.1.1 34.34.34.34
- 2.2.041
POSTCARD POSTCARD
A
What is google.com's <html>
address? <title>
e-t+t+t+— ' r ... TO:2:2:2:2
</html>
FROM: 2.2.2.2 v FROM: 34.34.34.34

2.2.2.2



DNS Google

4

134.34.34.34

What is google.com's
address?

TO=4+4 TO:2:2.2.2

FROM: FROM: 34.34.34.34
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Encryption



Comment
"Looks Cool!"
on Dave's photo

S

POSTCARD

S

ERRRRR

1O+66:85-5508

FhlM: 22,22

: ——— P —
/.' —‘\\_—/_\__ —
f\\fa =



Aingh4K2xtD/NjL7zMRG
RvbD74Uz/bEibA/keAf8q
1d4JXvVEpLOym42CvRo0
nomR4jb8rdxxKVCTXMT
hbb+TQ==

1855606565

FROM; 2.2.2.2



ISP (e.g. Facebook
Chunghwa)

>
<
85.55.55.55
g 2.2.0.1
Coffee Shop's
Wifi Access Point

Comment

"Looks Cool!"

on Dave's photo TO:55:55:55:55;

FROM: 2.2.2.2

HACKER!!!11!



ISP (e.g. Facebook
Chunghwa)

55.55.55.55

|

g 2.2.0.1
Coffee Shop's

Wifi Access Point

Aingh4K2xtD/NjL7zMRG

RvbD74Uz/bEibA/keAf8q
ild4JXvEpLOym42CvRo0 ' TO: 55.55.55.55
nomR4jb8rdxxKVCTXMT
hbb+TQ==

FROM:2.2.2.2

HACKER!!!11!



ISP (e.g.
Chunghwa)

2 2.0.1
Coffee Shop's

Wifi Access Point

POSTCARD

Aingh4K2xtD/NjL7zMRG
RvbD74Uz/bEibA/keAf8q

ild4JXVEpLOym42CvRo0 ' TO: 55.55.55.55
nomR4jb8rdxxKVCTXMT
hbb+TQ==

FROM:2.2.2.2

B VA

HACKER!!!11!

Facebook

55.55.55.55




ISP (e.g. Facebook
Chunghwa)

s T |
Aingh4K2xtD/NjL7zMRG
RvbD74Uz/bEibA/keAf8q (
”d4JI2{<X'IkE)ngoyE?/%%\;(FI§/IO$ TO:-55.55:55:55
nomR4jb8rdxx
bb+TG== 55.55.55.55
FROM: 2.2.2.2
Coffee Shop's

Wifi Access Point

HACKER!!!11!



ISP (e.g. Facebook
Chunghwa)

2 2.0.1
Coffee Shop's

Wifi Access Point

Aingh4K2xtD/NjL7zMRG
RvbD74Uz/bEibA/keAf8q
ild4JXVEpLOym42CvRo0 | TO: 55.55.55.55
nomR4jb8rdxxKVCTXMT

hbb+TQ==

FROM:2.2.2.2

55.55.55.55

HACKER!!!11!



ISP (e.g. Facebook
Chunghwa)

Comment
"Looks Cool!"
on Dave's photo

55.55.55.55

2 2.0.1
Coffee Shop's

Wifi Access Point

HACKER!!!11!

Te:55:558555

FROM:2.2.2.2
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Encryption (TLS)

> No one in the middle can see the request / response
> Recipient can see original text by decrypting

> [f someone tries to modify payload, decryption fails

POSTCARD S

Aingh4K2xtD/NjL7zMRG
RvbD74Uz/bEibA/keAf8q
ild4JXvEpLOym42CvRo0 @ TO: 55.55.55.55
nomR4jb8rdxxKVCTXMT

hbb+TQ==

FROM: 2.2.2.2



Encryption - How??



Encryption - How

> Complicated mathematics



Encryption - How

> Complicated mathematics
> Search Terms:

- AES, RSA
- Diffie-Hellman
- WebPKI



Encryption - How

> Complicated mathematics
> Search Terms:

- AES, RSA
- Diffie-Hellman
- WebPKI

> Key Exchange???



DNS HTTPS Facebook

ISP (e.g.
Chunghwa)

1.1.1.1

55.55.95:55

2.222



Problem?



Privacy Concerns

> [SP can see DNS requests
> They can see which website you’re accessing (just the name)
> ISP can see HTTP requests

> They can see WHAT you’re doing on the website



Privacy Concerns

> [SP can see DNS requests

> They can see which website you’re accessing (just the name)

>SPeansee HHPreqtests
o WHAT s redo ] b



DNS Facebook

ISP (e.g.
Chunghwa)

1.1.1.1

59.59.99.50




DNS Facebook
DNS-over-HTTPS

ISP (e.g.
Chunghwa)

1.1.1.1

55.55.55.55



Privacy Concerns




Problem?



Introducing some tools

cURL - Make HTTP(S) requests on the command line

Wireshark - View the internet “postcards” of your machine



raghu@arch:~$ curl https://coscup.org/
<!DOCTYPE html>
<html> i
<head> coscup.org.
<{meta charset="utf-8">
<title>COSCUP BIRALE® | Conference for Open Source Coders, Users and Promoters</
title>

C.)..P..h..C'V..}.Pg..._vZ.2!. .NACQ.\#.. .wl/.3.1.wt.

W..D.126Nh. .%... O1>....K.}....6.CP........ S j

<!-- Global site tag (gtag.js) - Google Anmalytics -
<{script asunc src="https://wwuw.googletagmanager.com/gtag/ js?id=UR-12923351-1"></scr
ipt>
{script>
windou.datalayer = window.datalLayer |1 [1;

function gtag(){datalayer.push(arguments);}
gtag(' js', new Date())

gtag('config', 'UA-12923351-1")
{/script>

{script>
windouw. location = "https://coscup.org/2826/";
{/script>
</head>
</html>
raghu@arch:"$ []

Telephony Wireless Tools Help

Fle Edit View Go Capture Analyze Statistics

RE ] «=

==
No. Time Info E =

6268 20.862189498 42212 - 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2884379011 TSecr=0 Ws=1024 q

6271 21.000814733 443 . 42212 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1400 SACK_PERM TSval=2806299192 TSecr=28843.. 1, >E P".[BJGN].

.bH. D. mFM ~0. 0).+. .f..MQ.6Ie8. .P
6272 21.000864657 42212 . 443 [ACK] Seq=1 Ack=1 Win=64512 Len=0 TSval=2884379150 TSecr=2806299192 j.e .eKP...
6274 21068734152 Client Hello (SNI-coscup.org)

LI...Rt
Y.c.7...ym

1n=131072 Len=|

6 21. 2212 [ACK] Seq=
6277 21.212976204 Server Hello, Change Cipher Spec
6278 21.212976785  Application Data

6279 21.213040865 42212 . 443 [ACK] Seq=1571 Ack=2897 Win=62464 Len=0 TSval=2884379362 TSecr=2806299404
6280 21.213073176 42212 . 443 [ACK] Seq=1571 Ack=3231 Win=62464 Len=0 TSval=2884379362 TSecr=2806299404
6282 21.278517363  Change Cipher Spec, Application Data
6283 21.278721947  Application Data

6284 21.279309742 Application Data

6286 21.416947631  Application Data, Application Data
6287 21.416948202  Application Data

6288 21.417012794 42212 . 443 [ACK] Seq=1821 Ack=3775 Wil
6289 21.417046176 42212 .. 443 [ACK] Seq=1821 Ack=3806 Wil
6290 21.417395513  Application Data

6291 21.457949276 443 _. 42212 [ACK] Seq=3806 Ack=1821 Win=131072 Len=0 TSval=2806299651 TSecr=2884379428
6308 21.546088911  Application Data

6309 21.546089221  Application Data

6310 21.546089261  Application Data

6311 21.546225758 42212 . 443 [ACK] Seq=1852 Ack=5190 Win=61440 Len=0 TSval=2884379695 TSecr=2806299738
6312 21.546740245  Application Data

6313 21.547095212 Annlication Data

/"Kb b.

=62464 Len=0 TSval=2884379566 TSecr=2806299609
62464 Len=0 TSval=2884379566 TSecr=2806299610

7 client pkts, 7 server pis, 6 tums.

Entire conversation (7,112 bytes) v Show as | ASCII b No delta times  ~ Stream | 37 -

Find: Case sensitive Fin

- Prepare as Filter ~ Apply as Filter ~ Print Save as... Back X Close 5 SHelp
@ 7 wireshark_wip3s09EINT3.pcapng Packets: 7570 - Displayed: 32 (0.4%) - Dropped: 0 (0.0%)  Profile: Default




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
% PREN w1 — ==
BERE Qe=2EF 35—

T8
e 6 20 T

Q@ Q F

tiereeeiemeite...65...q..C.). P. h..C'V. . }.Pg..._VZ.2!. .NACQ.\#.. .wd/.3.1.wt.
W

6272 21.000864657 42212 _. 443 [ACK] Seq=1 Ack=1 Win=64512 Len=0 TSval=2884379150 TSecr=2806299192
6274 21.068734152  Client Hello (SNI=coscup.org)
e e e T N e e 1 e Bt e PRRRAPAIE |

6276 21.207616951 443 . 42212 [ACK] Seq=1 Ack=1571 Win=131072 Len=0 TSval=2806299399 TSecr=2884379217
6277 21.212976204  Server Hello, Change Cipher Spec

6278 21.212976785  Application Data

6279 21.213040865 42212 . 443 [ACK] Seq=1571 Ack=2897 Win=62464 Len=0 TSval=2884379362 TSecr=2806299404
6280 21.213073176 42212 . 443 [ACK] Seq=1571 Ack=3231 Win=62464 Len=0 TSval=2884379362 TSecr=2806299404
6282 21.278517363  Change Cipher Spec, Application Data

6283 21.278721947  Application Dat:

6284 21.279309742  Application DaLa

6286 21.416947631  Application Data, Application Data

6287 21.416948202  Application Data

6288 21.417012794 42212 .. 443 [ACK] Seq=1821 Ack=3775 Wil TSval=2884379566 TSecr=2806299609
6289 21.417046176 42212 . 443 [ACK] Seq=1821 Ack=3806 Win=62464 Len=0 TSval=2884379566 TSecr=2806299610
6290 21.417395513  Application Data

6291 21.457949276 443 . 42212 [ACK] Seq=3806 Ack=1821 Win=131072 Len=0 TSval=2806299651 TSecr=2884379428
6308 21.546088911  Application Data

6309 21.546089221  Application Data

6310 21.546089261  Application Data

6311 21.546225758 42212 .. 443 [ACK] Seq=1852 Ack=5190 Win=6144@ Len=0 TSval=2884379695 TSecr=2806299738
6312 21.546740245 Application Data

6313 21.547095212  Application Data

3x.9.uQ....
+....)"S...0

..G6
BT 3.

o 1 ZIN.

«J- {d15 .b. Q

v

.
MKKRZ).C[J\(W .cX;

Ack=1852 Win=131072 Len=0 TSval=2806299747 TSecr=2884379566
Ack=1900 Win=131072 Len=0 TSval=2806299877 TSec! 84379695
Ack=1924 Win=131072 Len=0 TSval=2806299877 TSecr=2884379696

.554696118 443 . 42212 [ACK]
6317 21.684191914 443 .. 42212 [ACK]
6318 21.684192225 443 _. 42212 [ACK]

684899324 443 . 42212 [ACK] Ack=1925 Win=131072 Len=0 TSval=2806299877 TSecr=2884379696
6321 21.684914111 42212 . 443 [ACK] Seq=1925 Ack=5191 Win=61446 Len=0 TSval=2884379834 TSecr=2806299877

Frame 6274: Packet, 1636 bytes on wire (13088 bit .  00d0 ff 01 60 01 00 00 60 00 Of 00 0d 00 00 Oa [N
Ethernet II, Src: Intel 3e:a5:58 (8c:c6:81:3e:a5: 2 7,
Internet Protocol Version 4, Src: 10.99.3.65, Dst
Transmission Control Protocol, Src Port: 42212, D
Transport L: . L T Seeee S

(vvvvla

-t

A (N

Content Type: Handshake (22) 08 06 04 01 05 01 06 01 T A O e O o T e P D) O v S e KA S E T
Version: TLS 1.0 (0x0301) 05 02 06 02 00 2b 00 05 6é.Jer.’.n.‘..61...,.‘.i/(.k.,ua.»,n...Z.Q.w.uzlzv..c..k,.,
lengii= 4565 oL Lo 98 atcand YOz, N.. . XUQi.. . e.......RK_IWSi..].....38,.....Y.8..0...5E.P".[BI6N]..bH. D.mEM.~0..0).+..f..MQ.6Ie8..P
71 bc ae 43 97 29 5 07 ~0~~~~3R~~"‘>~f[ZZ@---HVW"-'*L‘.\..,...‘.un.,e’722 -0..3C%...00. ... 1€, 002055 .0 ..x..eKP...u..p.....U.I...
76 1e f9 7d 94 50 67 18 *d.}...."4.I.....6fMR.......ph....LT.. .Rt......... .|.e...q.A. #T s3
- - 8e 16 4e 64 43 51 a8 5c LSv)|E8 J%% p'@..m."@f.e.|..Y.c.7...ym....dD RSN
o ‘iﬁafi;‘,‘;i‘ﬁ?zg?s“’""“"9*’27““29‘” il b e ] 4.l .B.t..8.....T%..7../7Kb.b......DUR....K." AGZUCME O K DN T FZ3LZVIU.S.0.2.513
Session ID: 8094a432¢70a80262c019ff335bcf | ©1d0 8b 8b cc 51 97 47 61 87 41 44 4b 22 97 94 02 78 ékf:“s{u"'\'/'b'm phes A xnt R el i e S se e e R e

Cipher Suites Length: 60

Cipher Suites (30 suites)

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 1428

Extension: renegotiation_info (len=1)

~ Extension: server_name (len=15) name=cosc
Type: server_name (©)

Length: 15

vA.a..A,

.q....r4 Ws.5. _.20...8r.
. v

b5 d7 £3 57 19 c4 6c 53 ea 0d 9e fb bf af Oc 97 . <2 US. -o ¥ NP, -(X..2

ab 53 5 60 cO bG c3 b@ 57 e7 b6 6d c8 30 89 48
93 07 14 94 7e 71 17 af 0Ob 98 c8 4c 2d 8b fa @b

06 3e 75 b2 7e ba 9b 98 65 13 88 84 a4 ce ac al
1b 21 57 ce e4 44 b3 31 7a 30 4e 68 9a 94 25 9c = it 5

02 b3 20 4f 6c 3e 13 bb 10 19 4b 9a 7d cb 9d f8 e S D A e et S SR s e el
d2 36 ee 63 50 cO 90 90 03 11 99 c4 b3 2c 13 cb o - i

8a 19 e5 91 f7 8a 6a 1b da 66 26 co cl al 19 75
Ba 2c @c d5 @a 5a a6 95 22 2b 83 92 41 b2 47 e2

» Extension d7 bd ad 17 96 41 e4 68 bd 1c 14 59 18 7e 64 6a
» Extension: ) 15 e5 89 b6 da 01 a8 29 06 4b 9d 76 68 64 bO 6a . alsags g B : " < .
» Extension: 3 B _piftocol_neg c4 60 51 18 fc b7 39 a3 7a eb d2 65 09 45 61 2d 9- z-- A EE RS = 0.u...2 . Kem G40V B SNSTLLLVLLL - TF LQE..jw.c...’S. [
» Extension: 37 @e a2 ac a7 fa 85 76 61 6b 8a 83 a6 bb 7b ea = "
» Extension: ecret (len=0) 99 46 68 03 19 €0 48 9a 8 cf 4f da aa e8 33 78 R e L e
» Extension: post_| handshake auth (lem: dl 39 6b 75 51 a6 91 b@ b3 Oa d7 46 46 f4 7b 5d i i 11 - She ASCIl - | No delta ti v| Sty 37 -
} Extension: signature algorithms (le 8 45 28 fa be 67 24 83 df ci cc 1f 4 6c 13 d5 |Eos corvealon 12 yien) I W 85, 1As0 o dere imesi) et 2
» Extension: supported versions (len=5) TLS 08 a7 @b 7e 6 72 ab aa 4c 76 4f 20 3c 37 22 Oe Find: [t | c it
» Extension: psk_key_exchange_modes (lel a3 47 32 61 1b bd 35 76 9e 75 di cc cc fb 3f 1b A | | Case sensitive
y | Prepare as Filter ~ Apply as Filter  ~ Print Saveas.. || Back || XcClose || 3ZHep

Server Name (tls.handshake.extensions_server_name), 10 bytes Packets: 7570 - Displayed: 32 (0.4%) - Dropped: 0 (0.0%)  Profile: Default







ClientHello
—_—

ServerHello
D e —

ClientKeyExchange I

E

I Finished(server)




Why include ServerName?

>



Why include ServerName?

> Multiple websites on single IP address
> Used by server to determine which Encryption key to use

> RFC 3546 in 2003!



Privacy Concerns

> [SP can see the TLS Handshake

> They can see WHICH website you’re accessing (just the name)



What can they do?

> Change data?



What can they do?

>Change-data?



What can they do?

>Change-data?

> Block websites?



ClientHello

ServerHello
e —

ClientKeyExchange I

:

Client Finished(client) > Sarvar
: Finished(server)




ClientHello (SNi=facebook.com)

Serveryf€lio

ClientKeyE ge

Client Finished @ & arvat




Solution?



Solution?

> Encrypt the SNI (yes really)



Solution?

> Encrypt the SNI (yes really)

> Encrypted Client Hello (RFC 9849)



59 30 33 ac 39 d8 96 9c 33 43 41 90 *+..Y03: 9...3CA-
72 91 e3 09 a4 98 94 d1 d4 43 6b 25 B I Ck%
51 ba ad 6¢c 51 84 6b 02 a7 c9 74 08 teeeQeer QrKesots
b4 92 a3 92 b2 62 ea 39 a7 1a 4¢c d7  +ieeenin «b.9..L.
96 a9 ac 91 5c d7 a6 80 88 91 c¢d c4 EiL.-... Newonens
6f 39 3e 95 0Oa b3 e9 58 28 fd f2 c6 +Eiu09>: e X(40
a9 28 27 fc 72 3d 87 53 49 77 8b 3a ..... ('+ r=-SIw-:
cd 5f 55 1b 50 17 56 77 35 @e f2 14 " oaee Us PeVWS
9c 64 53 19 23 36 34 87 7e d5 45 75 Db-.&-dS. #64.--Eu
a7 7b 4e 31 3a 39 44 79 ff a3 4¢c 14 =

70 97 d3 c6 9a do 94 65 13 63 9a 16 tesaPres cra@eCon
78 30 bb a6 e6 9T 93 c2 6d 8d 49 08 B (e
33 70 39 16 72 10 ¢5 95 2c¢ a3 50 2c Y.-03p9: r:.-,-P,

Frame 1393: Packet, 1956 bytes on wire (15648 bits), 1956 bytes captured (1564~
Ethernet II, Src: Intel_3e:a5:58 (8c:c6:81:3e:a5:58), Dst: ZyxelCommuni_94:d3:
Internet Protocol Version 4, Src: 10.99.3.65, Dst: 213.108.108.101
Transmission Control Protocol, Src Port: 49144, Dst Port: 443, Seq: 1, Ack: 1,

»
»
»
»

Content Type: Handshake (22)
version: TLS 1.0 (6x0301)
Length: 1885

SRR

Handshake Type: ent Hello (1)
Length: 1881

N

d 7eaed f1ab35d7866bd4170dafc880daa608ed701256a869cc3ar2fé
89551on ID Length: 32

Session ID: 39243b2512220effaadfb63ca77b92974e169670161edb7b8de38bf4cofe
Cipher Suites Length: 32
Cipher Suites (16 suites)
Compression Methods L

1 method)
Length: 1776

1 server_name (len=12) name=defo.ie
: extended_master_secret (len=0
EXLens 10MNJ eng g e ——
Extension: _groups (len=16)
Extension: ec_point_formats (len=2)
Extension: session_ticket (len=0)
Extension: application_layer_protocol_negotiation (len=14)
Extension: status request (len=5)

Extension: delegated credentials (len=10)

Extension: signed_certificate_timestamp (len=0)

Extension: key_share (1len=1327) X25519MLKEM768, x25519, secp256ri
Extension: supported_versions (len=5) TLS 1.3, TLS 1.2

Extension: slgnalure algorxthms (len=24)

Extension: des (len=2)

Extension:

o
[=]
=
°
5
®
7]
7]
-
(=]

{ v 9 v vowovwwovvwevwvvvwowew

» Cipher Sulte HKDF - SHA256/Chacha20Poly1365
Config Id: 227
Enc length: 32
Enc: 4bed17acd379dfc77151177a7ed4cidfaadiffcfcdf76b832f6de4f9595c57eb7
Payload length: 239
[JA4: t13d1617h2_86a278354501 _3cbfd9057e0d]
[JA4 r: t13d1617h2 002f,0035,009c,009d,1301,1302,1303, c@0a, c013, c014,cOZ
[JA3 Fullstring: 771,4865-4867-4866-49195-49199-52393-52392-49196-49200-

FIAN: CAATAROOLACEAIOAOANAANAINRAA0NAOT]
4 »



Solution?

> Encrypt the SNI (yes really)
> Encrypted Client Hello (RFC 9849)

> Published 2026!



VPNS?



DNS

VPN

1.1.11
S~
S Server

Facebook

55.55.55.55



DNS

1.1.1.1
~

VPN

Facebook

55.55.55.55



DNS Facebook

. 4

1.1.1.1 VPN m
- \%\ SBIVEF ﬂ/ss.ss.ss.ss




VPNS?

> Encrypted tunnel to the VPN

> ISP can only see random data



VPNS?

> Encrypted tunnel to the VPN
> ISP can only see random data

> VPN becomes “new [SP”



DNS Facebook

. 4

1.1.1.1 VPN m
- \%\ SBIVEF ﬂ/ss.ss.ss.ss




VPNS?

> Useful to circumvent Government / ISP level blocks

> Usually in a different country



Questions?

Contact: polasd@saxrag.com






