
How does the Internet work?
And who knows what you’re doing?
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> audience participation



Why am I giving this talk?





Most of us are internet users





Some of us are even programmers





But do we understand HOW?
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> understand WHO can see WHAT, and HOW they can BLOCK something
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Internet architecture is complicated

> beginner, non-technical audience

> explaining through analogies

> avoid getting too technical

> generous assumptions



Assumptions

> Only IPv4

> Everyone has a public, routable IP

> I will use some terms loosely (“encryption” , “key”) for simplicity













Analogy: Postcards run the internet

> post office will handle delivery to recipient address

> include from address to receive reply

> Your ISP (Chunghwa, AT&T etc.) acts as the postman





Problem

> Internet works on numeric addresses

> “Internet Protocol” or IP Address





Where did these numbers come from?

> Your ISP gives you your IP address (e.g. 2.2.2.2)

> How do you get googles?





DNS (Domain Name System)

> Special servers that give you the address for a name

> Provided by ISP, or can use external (e.g. Google, Cloudflare)



















Privacy Concerns

> ISP can see DNS requests

> They can see which website you’re accessing (just the name)

> ISP can see HTTP requests

> They can see WHAT you’re doing on the website



Interference concerns?





DNS Request dropped



HTTP response modified











It’s spelt 
“you’re”



However

> It’s quite unlikely an ISP would mess with requests maliciously

> Then who can?
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Man in the Middle

> Attacker inserts themselves between you and your ISP (WiFi)

> Same network: ARP Poisoning (also on wired networks)

> Fake WiFi network, laptop auto connects (same WiFi name)

> Is there anyone else in the middle?





Routing over the internet











Traceroute



https://kriztalz.sh/traceroute-visualizer/



https://kriztalz.sh/traceroute-visualizer/
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Who can see what I’m doing?

> ISP (e.g. AT&T)

> Coffee shop hacker

> Data centers in 3rd countries along the route

> Aliens?







Use code
“COSCUP”
for 69% 
off!



(kidding)





Early 
1990s!
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Encryption - How

> Complicated mathematics

> Search Terms:

- AES, RSA
- Diffie-Hellman
- WebPKI

> Key Exchange???



HTTPS



Problem?
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DNS-over-HTTPS



Privacy Concerns

> ISP can see DNS requests

> They can see which website you’re accessing (just the name)

> ISP can see HTTP requests

> They can see WHAT you’re doing on the website



Problem?



Introducing some tools

cURL - Make HTTP(S) requests on the command line

Wireshark - View the internet “postcards” of your machine











Why include ServerName?

> 



Why include ServerName?

> Multiple websites on single IP address

> Used by server to determine which Encryption key to use

> RFC 3546 in 2003!



Privacy Concerns

> ISP can see DNS requests

> They can see which website you’re accessing (just the name)

> ISP can see HTTP requests

> They can see WHAT you’re doing on the website

> ISP can see the TLS Handshake

> They can see WHICH website you’re accessing (just the name)
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What can they do?

> Change data?

> Block websites?
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Solution?

> Encrypt the SNI (yes really)

> Encrypted Client Hello (RFC 9849)

> Published 2026!



VPNS?









VPNS?

> Encrypted tunnel to the VPN

> ISP can only see random data



VPNS?

> Encrypted tunnel to the VPN

> ISP can only see random data

> VPN becomes “new ISP”





VPNS?

> Useful to circumvent Government / ISP level blocks

> Usually in a different country



Questions?

Contact: poiasd@saxrag.com




